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Abstract: Loot boxes are virtual products in video games that provide randomized
rewards, and accordingly share structural similarities with gambling. Policymakers
around the world are presently considering how best to regulate loot boxes. Current
loot box consumer protection measures, such as requiring probability disclosures,
have been inspired by similar harm reduction approaches in gambling. However,
unlike in many gambling games, most loot boxes’ reward structures are arguably
too complex for consumers to be meaningfully protected by probability disclosures
alone. But promisingly, loot boxes can readily be redesigned to be more ethical
because they are digital products. Based on behavioural science principles, this
article proposes four reductions to loot box reward complexity. The decision-
making environment can be simplified by capping (i) the maximum number of loot
boxes per game and (ii) the maximum number of potential rewards per loot box,
and by (iii) equalizing winning probabilities across rewards. Additionally, (iv)
companies can implement “exhaustible” loot boxes that provide the player with
every potential reward after a predetermined amount of money has been spent,
thereby effectively instituting a maximum spending limit. These ethical game
design proposals can credibly reduce financial harms from loot boxes while both
maintaining consumer freedom and preserving companies’ commercial interests.

Keywords: Loot Boxes; Gambling; Video Gaming Regulations; Consumer
Protection Law; Ethical Game Design; Video Games; Gaming Law;
Microtransactions.
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Introduction

Paid loot boxes are virtual items in video games that players can
purchase with real-world money to obtain randomized rewards possessing
value in the game’s virtual economy, and potentially also in the real-world
economy (Nielsen & Grabarczyk, 2019; Xiao, Henderson, Nielsen, et al.,
2021). Loot boxes have become an important revenue stream for the video
game industry, which is now larger than the music and movie industries
combined in the UK (BBC, 2019). The loot boxes in one single game was
able to generate more than US$500,000 in revenue in one day in one country
alone (Zendle, Petrovskaya, et al., 2020). Loot boxes are arguably
psychologically and structurally similar to gambling (Drummond & Sauer,
2018; Xiao, 20214, 2022), and loot box engagement has been found to be
positively correlated with disordered gambling (Zendle & Cairns, 2018;
Brooks & Clark, 2019; Kristiansen & Severin, 2019; Li et al., 2019; Macey
& Hamari, 2019; Zendle, 2019a, 2019b; Zendle & Cairns, 2019; Zendle,
Meyer, et al., 2019; Zendle, Cairns, et al., 2019; Drummond et al., 2020;
von Meduna et al., 2020; Wardle & Zendle, 2021; Close et al., 2021; Garea
etal., 2021; Hall et al., 2021; Rockloff et al., 2021). Loot boxes are widely
implemented in video games internationally, and are therefore broadly
accessible to a significant proportion of the world’s population, including
more vulnerable consumers, such as children, in both developed and
developing countries (Xiao, Henderson, Yang, & Newall, 2021; Zendle,
Meyer, et al., 2020).

Loot boxes represent a relatively new innovation in video games,
and many countries are still deciding how best to regulate them (Derrington
et al., 2021). Banning the sale of loot boxes, as effectively done in Belgium
(Belgian Gaming Commission, 2018), may overly restrict both the players’
enjoyment of games and the companies’ commercial interests. Some
companies were forced to remove certain games from the Belgian market
because the compulsory removal of loot boxes from those games meant that
they were no longer commercially viable (Nintendo, 2019). In contrast,
taking no regulatory action, as is the position in the UK (UK Gambling
Commission, 2017), potentially exposes vulnerable consumers to
significant financial harms (Cerulli-Harms et al., 2020; Xiao, 2021b). A
diverse range of developed and developing countries around the world are
considering how best to regulate loot boxes, including Spain (O’Boyle,
2021), Australia (Batchelor, 2020) and Brazil (Dealessandri, 2021).

The People’s Republic of China (PRC) has adopted a unique
consumer protection approach to loot box regulation by legally requiring
video game companies to disclose the probabilities of obtaining potential
rewards (Xiao, Henderson, Yang, & Newall, 2021; Xiao & Henderson,
2019). This non-restrictive approach mimics information-based
interventions for reducing gambling-related harms (Livingstone et al., 2019;
Newall et al., 2020), and seemingly balances harm prevention while
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preserving the consumer’s freedom to choose (Xiao, Henderson, Yang, &
Newall, 2021). This disclosure-based approach has been recommended as a
loot box consumer protection approach in other countries (King &
Delfabbro, 2019b; McCaffrey, 2019). Indeed, this cautious and balanced
approach is also arguably more appropriate than either the prohibitive
Belgian approach or the laissez-faire UK approach, because although
research has established that loot boxes are potentially harmful for the
variety of reasons discussed above, they have yet to be associated with
either short- or long-term harms. Therefore, any precautionary policy
imposed at this early stage should reflect this currently limited state of
scientific understanding and seek to be attentive by providing a degree of
protection—while also remaining reasonably skeptical, so as to not be
unnecessarily restrictive.

Loot Box Probabilities Are Less Intuitive Than Many Gambling
Probabilities

At present, probability disclosures are arguably even more
important for loot boxes than they are in certain traditional gambling
contexts, because loot boxes often involve unintuitive probabilities. Many
gambling formats allow gamblers to at least roughly estimate their odds of
winning. For example, a European roulette wheel has 37 identically sized
slots the ball can fall into, yielding a probability of winning of
approximately 2.7% for single-number bets. But there is no similarly
intuitive way for video gamers to infer the probability of winning a specific
loot box reward simply by observing the product, unless a probability
disclosure is provided. This is further exacerbated by the fact that many loot
boxes involve astronomically low chances to win certain rewards, such as
0.0008% (Xiao, Henderson, & Newall, 2021). Indeed, other gambling
activities that involve ambiguous probability structures, such as some
lotteries and scratch cards, often provide supplemental information to assist
customers in understanding their odds of winning—although prior research
has noted that many such disclosures may not have been provided in an
effective manner (Newall et al., 2020; Walker et al., 2019).

Loot boxes that mimic casino games provide a clear demonstration
of the unintuitive nature of loot box probabilities when compared to the
traditional games that they resemble. For example, the loot box in Slots
(Golden HoYeah) - Casino Slots (Figure 1) is represented as a dice-rolling
game that is somewhat similar to the casino game of craps. A jackpot reward
can be won by rolling three sixes, and lesser rewards are won for rolling
lower numbers, such as three ones. Even though the dice appear symmetric,
they are in fact loaded by design to ensure that valuable rewards are less
likely to be paid out. The probability disclosure shows that the probability
of rolling three ones is 8.5%, while it is 1.05% for three sixes. The player
would be mistaken if they assumed the probabilities of rolling three sixes
and three ones are equal, which would be true in a real-life casino—both
would be approximately 0.46%. Complex and arguably deceptive reward
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payoff schedules, such as this, illustrate the pressing need to implement
consumer protection measures like probability disclosures for loot boxes.

Probability Disclosures Reveal the Complexity of Loot Box Design

Behavioural science research, however, shows that disclosures can
only be understood by most consumers in relatively simple decision-making
environments (Loewenstein et al., 2014; Page, 2021), and that they are not
always a risk-free method of consumer protection (Bar-Gill, 2021). When
decision-making environments are complex, consumers are likely to default
to using a range of simplifying heuristics that fail to correctly account for
all relevant data (Tversky & Kahneman, 1974). And unlike casino games,
such as roulette, loot boxes are digital products, so there are no physical
limits on their potential complexity (Ballou et al., 2020).

A survey of the PRC’s 100 highest-grossing iPhone games’
probability disclosures revealed the high levels of loot box complexity
currently being implemented: games contained up to 433 different types of
loot boxes, some of which contained up to 80 potential rewards (Xiao,
Henderson, Yang, & Newall, 2021). Some loot boxes in Western countries
have been known to contain more than 1000 different potential rewards each
(Ballou et al., 2020). Moreover, 65.9% of games with loot boxes in the PRC
disclosed implementing a mechanic known as a “pity-timer” by the video
gaming community, which causes the probability of winning a rare reward
to increase as the player purchases more loot boxes without winning one
(Ballou et al., 2020; Whitson & French, 2021; Xiao, Henderson, Yang, &
Newall, 2021). Figure 2 shows an example from a loot box probability
disclosure published in the UK, illustrating how the probability of winning
a valuable “Mario (Happi)” reward increased from 1% to 1.11% after a few
purchases were made. This host of complex and changing statistical
information underlying current loot box design suggests that probability
disclosures are unlikely to effectively influence video gamers’ purchasing
behaviour (Weiss-Cohen et al., 2018).

Probability Disclosures Are Not Effective at Reducing Spending in
Practice

A survey of video gamers in the PRC (N = 879) found that while
84.6% of loot box purchasers reported they had seen the probability
disclosures, only 16.4% reported spending less money on loot boxes as a
consequence of seeing probability disclosures (Xiao 2021). These numbers
suggest that even if 100% of loot box purchasers saw probability
disclosures, only about 20% of them would buy fewer loot boxes as a result.
Stronger interventions will therefore likely be necessary to more effectively
reduce potential loot box spending harms. The study by Xiao, Fraser, &
Newall (2021) was a cross-sectional survey and not longitudinal, therefore
it was not possible to compare players’ spending before and after being
exposed to probability disclosures. However, it is worth considering how
the small minority of players who reported spending less money after seeing
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probability disclosures potentially differ from other players in the sample.
Probability disclosures might have varying levels of efficacy at reducing
spending depending on how committed the player is to purchasing loot
boxes: probability disclosures might work better on less committed players
than on higher-spending players.

The results of a reanalysis of the data from Xiao, Fraser, & Newall
(2021)"t¢, applying the original exclusion criteria, are consistent with this
proposition: among all players who reported seeing probability disclosures
(n = 653) and therefore must have had the opportunity to choose to buy loot
boxes (even though some of them decided not to do so), those who reported
spending less money after seeing disclosures (n = 156; 23.9%) indeed spent
significantly less money on loot boxes, t(651) = 2.1, p = .02. It cannot be
conclusively determined why such players spent less money than others due
to the cross-sectional nature of the data, because mere exposure to
probability disclosures is not the only potential explanation. Alternative
interpretations include, for example, that players who would report
spending less money on loot boxes after seeing probability disclosures are
more risk-averse than other players, such that they would have spent less
money on loot boxes regardless of whether they saw probability disclosures.
However, the results do suggest that probability disclosures have not
effectively targeted the highest-spending players (which represent the type
of player that is arguably most in need of consumer protection) given that
those players who report spending less money after seeing the disclosures
tend to already be lower-spending players.

It is plausible that probability disclosures more effectively reduce
spending by lower-spending players who are only minimally engaged with
loot boxes and are therefore more easily discouraged to buy them, and that
they do little to dissuade more committed and higher-spending purchasers.
Therefore, probability disclosures might be unhelpful at reducing extreme
harms and ineffective at targeting the players who are more likely to be
problem gamblers and most in need of consumer protection (Close et al.,
2021). Observational data examining the effects of implementing
probability disclosures before and after the event would shed more light on
this issue.

Video Game Companies Always “Win” and Do Not Need to Preserve
the “House Edge”

Loot box winning probabilities are less intuitive than they are in
many gambling contexts, but loot boxes also offer greater potential for
implementing consumer protection measures. This is because the
relationship between a video game player and a game company is different
from that between a gambler and a gambling operator. Gambling is a zero-
sum game: any money lost by the gambler is gained or “won” by the
operator, and vice versa. The situation is fundamentally different with loot
boxes: if the video gamer “loses” from a loot box by not getting a good
reward, the game company makes money; if the video gamer “wins” by
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getting a valuable reward, the game company still makes money anyway
(albeit potentially less than if the gamer had “lost” and then decided to
purchase additional loot boxes). The game company makes money and
“wins” on every transaction regardless of what the loot box contains.

This distinction means that video game companies can afford to
increase the video gamers’ odds of winning for loot boxes and still make
money, whereas a casino usually cannot as it would then lose the house edge
(e.g., approximately 2.7% in European roulette) and start losing money as
more bets are made. There is no equivalent house edge that a video game
company needs to preserve with loot boxes: each additional loot box sale
remains an overall revenue gain, regardless of the odds of winning; the
company cannot lose money from a loot box being purchased.

While a profit-maximizing video game company may prefer to set
lower probabilities for winning valuable rewards, this is a choice and not an
indispensable feature. It is not strictly necessary for video game companies
to sell an inherently “unfair” product, unlike for gambling providers.
Increasing the video gamer’s odds of winning might make it more difficult
for the video game company to recoup its costs of designing and producing
the in-game content, but each additional loot box transaction will still
positively contribute to this. Doing so might also cause more players to
decide to purchase loot boxes, because what used to be the rarer rewards are
now easier to obtain and more affordable, thus leading to an overall revenue
increase. Indeed, the assumption that the existing designs of commercial
loot boxes effectively maximize profitability has been questioned (see Chen
et al., 2020).

Ethically Designed Loot Boxes

A key consumer protection mechanism available for loot boxes (but
not in traditional gambling) is therefore to make loot boxes “fairer” by, for
example, giving video gamers a higher probability of winning valuable
rewards, and reducing the complexity of loot box design so that players can
more easily understand what they are buying. Accordingly, the following
four consumer protection measures for ethically designed loot boxes are
proposed.

Capping the Maximum Number of Loot Boxes per Game

Modern video games can have over 400 different types of loot boxes
within a single game (Xiao, Henderson, Yang, & Newall, 2021). A game
with many loot boxes, each of which potentially has unintuitive winning
probabilities, limits the ability of probability disclosures to meaningfully
educate video gamers (Loewenstein et al., 2014). In fact, if probability
disclosures are the only consumer protection measure, then a strategic game
company may intentionally increase the number and variety of loot boxes
in their games in order to weaken the effectiveness of this consumer
protection measure (Persson, 2018). As with other proposed measures
below, a maximum limit on the number of loot boxes that may be
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implemented in a single game would allow video game companies to
continue to monetize their games in this way, while reducing the complexity
of reward structures so that players can better understand them.

Capping the Maximum Number of Potential Rewards per Loot Box.

Currently, one type of loot boxes can contain over 80 individual
rewards (Xiao, Henderson, Yang, & Newall, 2021), creating a further
complexity hurdle for probability disclosures. A large number of rewards
makes any calculation or estimation of the expected value of each loot box
more difficult, and allows the game company to continue selling loot boxes
with alluring, rare and valuable rewards despite only providing less valuable
rewards the vast majority of the time. Further limiting the number of
potential rewards per loot box type to a more manageable number, such as
25, will therefore likely be necessary for any disclosure to be effective
(Weiss-Cohen et al., 2018).

Equalizing Probabilities Across Rewards

When faced with multiple possibilities, decision-makers have a bias
toward believing that each probability is equally likely (Fischhoff & Bruin,
1999). Loot boxes with an equal probability of obtaining each reward would
in fact make this decision-making strategy “ecologically rational” (Todd &
Gigerenzer, 2012). This could make loot boxes simple enough that even
probability disclosures may not be necessary. Furthermore, forcing the
probability of winning each reward to be equal would prevent game
companies from adopting a range of complexity-increasing features to their
loot boxes, such as pity-timers (Xiao, Henderson, Yang, & Newall, 2021).
Rarer rewards (that are cosmetically more attractive or stronger in
competitive settings) were created so that at least some players would be
motivated to “chase” these by buying more loot boxes to gain social prestige
or competitive advantages, particularly in multiplayer games (Larche et al.,
2021; Nicklin et al., 2021). However, with equal probability loot boxes,
players would be able to make purchasing decisions in a more
straightforward manner, and would not have to learn, remember and process
“a wide range of probabilities,” as was recently admitted to have been
implemented by Electronic Arts (2019) in their FIFA games’ loot boxes.
Equalizing probabilities would also mean that the odds of getting those
more cosmetically attractive or competitively stronger rewards (i.e., what
used to be the rarer rewards) are increased such that players are more likely
to get them.

Implementing “Exhaustible” Loot Boxes

Loot boxes can be made “exhaustible” by guaranteeing that a player
cannot obtain duplicate rewards. Players may continue to open loot boxes
despite obtaining duplicate low value rewards in order to chase the more
valuable rewards. The potential to get duplicate rewards means that an
“unlucky” video gamer could have to buy more than 100 loot boxes from a
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loot box containing 100 potential rewards in order to get their desired higher
value reward (King & Delfabbro, 2019b). As an analogy, imagine a gambler
trying to pick out the ace of spades from a deck of 52 cards: after each pick,
their card is returned to the deck, which is shuffled before the next pick. It
could easily take well over 52 picks before the gambler obtains the ace of
spades. Removing each card from the deck after it has been picked once is
equivalent to creating an “exhaustible” loot box without duplicate rewards.
Players have expressed frustration when they realized that they had
purchased useless or duplicate in-game products (Petrovskaya & Zendle,
2021). This possibility would be removed if the reward obtained is
guaranteed to be one that the player does not already have.

Indeed, obtaining useless duplicate rewards from loot boxes has
been recognized by video game companies, such as Blizzard Entertainment
in the context of Hearthstone card packs, as leading to “a bad player
experience” that causes players to be “very unhappy,” which is why
Blizzard Entertainment took steps six years after Hearthstone’s initial
release to change the game’s loot box prize distribution system and avoid
providing duplicate rewards (in certain situations) to improve the user
experience and make the game more affordable (Kilkku, 2020). Exhaustible
loot boxes also allow the player to effectively calculate the maximum
number of loot boxes they may need to purchase in order to obtain a
particular reward, therefore effectively creating a maximum spending limit
for any individual reward (Drummond et al., 2019; King & Delfabbro,
2019a).

Conclusion

Information-based interventions to reduce harm have been
recommended both for gambling (Livingstone et al., 2019; Newall et al.,
2020) and for loot boxes (King & Delfabbro, 2019b; McCaffrey, 2019). The
need to address the nonintuitive probabilities of winning loot box rewards
is one reason in favour of providing loot box probability disclosures.
However, the actual complexity of current loot boxes, with respect to the
number of loot box types per game; the number of potential rewards per loot
box type; and the potential for the winning probabilities to change over time,
diminishes the potential effectiveness of the disclosure-based approach
(Loewenstein et al., 2014). Indeed, empirical results suggest that optimal
loot box probability disclosures might only help one in five video gamers
to consequently spend less money (Xiao, Fraser, & Newall, 2021).

Simply improving how the probabilistic information is presented
might enhance players’ comprehension of the disclosures. For example,
probabilities could be stated as frequencies like “1 in every 200 loot boxes
contains the rare reward”, rather than percentage probabilities like “rare
reward: 0.5%” (Gigerenzer & Hoffrage, 1995), or visual graphical aides
could be included (Garcia-Retamero & Cokely, 2017; Walker et al., 2019).
However, subtle changes might only bring minor benefits, and more can be
done to immediately enhance transparency and fairness to provide better
consumer protection. Promisingly, loot boxes differ from traditional
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gambling in that video game companies do not need to maintain the house
edge that casinos require to make money and so there are no inherent upper
limits on the players’ odds of winning valuable loot box rewards. A
potentially more successful consumer protection measure is therefore to
encourage or require (through law or self-regulation) ethically designed loot
boxes—specifically, fewer and exhaustible loot boxes per game, with each
loot box containing fewer potential rewards with equal probabilities.

Ethically designed loot boxes may be potentially less profitable for
the industry in the short run, but they are fairer to the players. In any case,
when compared to banning loot boxes outright as gambling, which was
recently effectively done in Belgium (Belgian Gaming Commission, 2018),
an ethical game design approach has the key commercial advantage of still
allowing game companies this revenue stream. This is why in the face of
regulatory scrutiny and concerns about looming overregulation, game
companies should prefer to adopt this approach (and, perhaps, accept some
minor losses in the short run) to appease both players and regulators, rather
than to continue to act irresponsibly and risk more severe sanctions and
more significant losses in the long run (Xiao, 2021b).

Many companies depend on loot boxes as a revenue source, and
many free-to-play games rely almost solely on loot boxes for monetization.
Therefore, if loot boxes are banned, many of those companies or at least
certain individual games would likely not survive the transition to an
alternative monetization model. Like probability disclosures, the ethical
game design approach still maintains elements of consumer freedom, and
yet by making loot box rewards simpler to understand it should significantly
reduce problematic spending by individual players. This would prevent the
current ongoing trend towards more complex, and potentially exploitative,
forms of loot box and video game monetization (Ballou et al., 2020;
Petrovskaya & Zendle, 2021). Video game companies should be invited to
voluntarily adopt and experiment with these ethical game design measures,
and those companies that desire to act transparently, socially responsibly,
and ethically towards their players will likely do so (as demonstrated by, for
example, Blizzard Entertainment’s aforementioned duplicate protection
measure, which was intended to improve the player experience and likely
was also commercially beneficial by providing good PR and increasing
sales). However, law or industry self-regulation can also be used to impose
these measures as compliance requirements if the rate of voluntary uptake
is unsatisfactory, similarly to how this has been done in relation to
probability disclosures (Xiao, Henderson, & Newall, 2021).

It should be noted, however, that the proposals presented herein are
theoretical and their efficacy remains to be assessed. Regardless of how and
why these measures are implemented, empirical research should be
conducted alongside their implementation to assess their effectiveness,
perhaps through collaborations between the industry and academia. If the
measures are effective at reducing spending among at-risk players, then
they should be promoted, and perhaps required by regulation. However, if
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they are ineffective, then they should be promptly abandoned in favour of
other possible harm reduction techniques that must be developed. While
loot boxes are not the only consumer product that has become more
complex and potentially exploitative over time (Bar-Gill, 2012; Heidhues
et al., 2017; Sunstein, 2020; Thaler, 2018), the digital nature of loot boxes
present unique opportunities to reduce product complexity and therefore
potentially reduce harm through ethical design.
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Figure 1
A screenshot of the loot box purchase screen and probability disclosure of Slots (Golden
HoYeah) - Casino Slots
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Note: H.Ath is Simplified Chinese for “Other.” ©2020 International Games System.
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Figure 2
The probability disclosure for Mario Kart Tour

Quantity by Rarity Quantity by Rarity

Normal

Appearance Rates Appearance Rates
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Mario (Happi) 1 1.1111%
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Pauline 1 0.2778%

Mario (Hakama) 0.2778%
Peach (Kimono) 0.2778%
e e e ] i

Notes. Probabilities are updated live as the player purchases more loot boxes, as demonstrated by
the corresponding values in the differently colored circles. This loot box implementation is also
partially exhaustible: it contains 100 rewards; of these 100 rewards, three of them are guaranteed
to be “High-End Spotlight,” meaning that if the player buys all 100 loot boxes, then they are
guaranteed to eventually obtain all three “High-End Spotlight” rewards. The player may also be
“luckier” and obtain these before having purchased all 100 loot boxes. ©2019-2020 Nintendo.
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